Restricting Login Hours for User Accounts

Learn how to configure specific access limitations for user accounts to improve
security. This guide provides a quick way to block system access during nights and
weekends.

Access User Properties

1  Open Properties for "Brian Marshall"

B Show system objects (Refreshes Tree) Type: L
Hostname/IP: Name: Claudine Lafayette

Domain :
» Builtin SAM: claudine

Clear RDP History
New Host File

Change File

Shared or Local Folder:

Search ACL
File Copy Utility

* Computers
* Domain Controllers
* FokselHR
» ForeignSecurityPrincipals
* Managed Service Accounts
* Public
» TestDev
Users
» Ada Zerwick
* Administrator
3. RODC Password Replic|

» Cloneable Domain Controllers
» Conrad lconrad
» Denied RODC Password Replica
» DEVOPS
* DnsAdmins

DnsUpdateProxy

Domain Admins

>
»
* Domain Computers
* Domain Controllers
* Domain Guests

* Domain Users
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Distinguished Name: CN=Claudine Lafayette, CN=Users,DC=netstruxxor,

i Attributes

Attribute
objectClass

givenName
distinguishedName
instanceType
whenCreated
whenChanged
displayName
uSNCreated
uSNChanged
nTSecurityDescriptor
name

objectGUID
userAccountControl
badPwdCount

codePage

Value
top; person; organizationalPerson; usq
Claudine Lafayette
Lafayette
Claudine
CN=Claudine Lafayette, CN=Users,DC
4
3/22/2026 2:27-18 PM
6/1/2026 12:03:32 AM
Claudine Lafayette
System._ ComObject
System._ ComObject
System._ ComObject
Claudine Lafayette
System.Byte[]

66048
0
0




Change File

Shared or Local Folder:

Search ACL

File Copy Utility

.‘= Q Search

* ForeignSecurityPrincipals
* Managed Service Accounts
* Public
* TestDev
Users
» Ada Zerwick
» Administrator
» Allowed RODC Password Replic
» Atwood matwood

Rename

Delete

Enable Account
Disable Account
Unlagladccount

Properties

Domain Guests
Domain Users

2  Navigate to the "Account" tab

& Foksel

Menu

Hosts File:

Attribute
objectClass
[ay]
sn
givenName
distinguishedName
instanceType
whenCreated
whenChanged
displayName
uSNCreated
uSNChanged
nTSecurityDescriptor
name
objectGUID
userAccountControl
badPwdCount

codePage

Test Hostname/1P:

top: person; organizationalPerson; usq
Brian Marshall

Marshall

Brian

CN=Brian Marshall, CN=Users, DC=net]
4

3/1/2026 5:24:55 AM

3/1/2026 5:24:55 AM

Brian Marshall

System._ ComObject

System._ ComObject
System._ComObject

Brian Marshall

System.Byte[]

o[

I

( 1AM Tools [ AD Management | AD Navigator [ Script Studio

- : ¢ Directory Tree ——————— ‘r-Object Summary

Hostname/|

Brian Marshall

CN=Brian Marshal

Clear RL
General Address

Profile Telephones Organization

New |
First name: 2L

Char

Last name:

Shared or Local Fo | Display name:
SAM account name:
User logon name (UPN):

== Department:

File Co | Company:

Office:

E-mail:

Description:

Marshall
Brian Marshall
NBMO0014

ubb005@netstruoxor.local

Logon Hour Configuration
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Member Of History




3  Click "Set..." next to Logon Hours

Hostname/IP:
Brian Marshall

Clear R
General Address Account Profile Telephones Organization Member Of History

New | _—
User logon name: bb005 ‘ netstruxxor.local a2

L
c User logon name (pre-Windows 2000): NBMOO14
b oe Locl O M User must change password at next logon
M Password never expires
M Account is disabled

Account options:
M Smart card is required for interactive logon

Account Expiration: Set Expiration...

Logon Hours:

4  Select logon hour restrictions

- Directory Tree —————— ‘rObject Summary

L=}
Hostname/IP:

Brian Marshall

Clear R
General Address Account Profile Telephones Organization Member Of History

New |
User logon name: ubb005 netstruxxor.local ~

Char NBMO0014

User logon name (pre-Windows 2000]
Shared or Local Fo 22 Set Logon Hours X

Account options: e
Choose logon hour restrictions:

Sear

File Co

Existing logon hours

«” All hours allowed

Made with Scribe - https://scribehow.com



Hostname/IP:

Brian Marshall

Clear RI

General Address Account Profile Telephones Organization Member Of History

User logon name: ubb005 netstruxxar.local ~

Char User logon name (pre-Windows 2000] NBMO0014

Shared or Local Fo €2 Set Logen Hours X

Account options:

New |

Choose logon hour restrictions:

llow all hours (no restrictions)
6 PM to 6 AM (Monday—Friday nights)
M BlocH all day Saturday and Sunday

jeting logon hours
«” All hours allowed

Save Cancel

5 Click "Save" to apply the restrictions

User logon name: ubb005 netstruxor.local -

User logon name (pre-Windows 2000): NBMO0O14

%2 Set Logon Hours X

Choose logon hour restrictions:

Y, user

Account opti

M Allow all hours (no restrictions) =netstruxwor,DC=lo
Block 6 PM to 6 AM (Monday—Friday nights)
Block all day Saturday and Sunday

Existing logon hours

« All hours allowed

Cancel

Test Connection

Search

"o © so°F

Clear
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6 Click "OK" on the success confirmation

)C=local

Account Profile Telephones Organization Member Of History

ubb005 netstruxxor.local ¥

indows 2000): NBMO0014

Choose logon hour restrictions: Sy

M Allow all hours (no restrictions)
Block 6 PM to 6 AM (Monday—Friday nigk ‘0 Logori Hours updatedsiicoesshilly:
Block all day Saturday and Sunday i

=netstruxxor,DC=local

Existing logon hours

«" All hours allowed

Test Connection Elevated PowerShell

7 The format hides the first 0 (6:00:00). Close the Set Logon Hours window

AD Management | AD Navigator [ Script Studio

i Directory Tree r Object Summary

T )C=local

Account Profile Telephones Organization Member Of History

ubb005 netstruxxor.local &

indows 2000): NBMO0014

42 Set Logon Hours

Choose logon hour restrictions:

M Allow all hours (no restrictions)
M Block 6 PM to 6 AM (Monday—Friday nights)
M Block all day Saturday and Sunday

=netstruxxor,DC=local

Existing logon hours

«" Restricted hours:
Tuesday: 60000-AM
Wednesday: 68000-AM

Cancel
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