How to use Remote Desktop Protocol with Foksel

This guide demonstrates the necessary steps to configure your connection and
initiate a remote desktop session. Follow these instructions to verify your settings and
successfully connect to your target machine.Test whether a remote system accepts
RDP and connect to it through Foksel, and troubleshoot if the RDP port is closed.
Including how to use custom RDP files for faster reconnections to frequent hosts.

1 The bottom panel allows for testing remote connections.

Create OU Delete an OU GPResult Tool Create GPO Link GPO

pe Name SAMAccountName Distinguished Name
Michael Sanders msanders1964 CN=Michael Sanders,CN=Users,DC=netstrux
Jeff Johnson EJJOO10 CN=Jeff Johnson,CN=Users,DC=netstruxxor,[
Frank Castle QFC0010 CN=Frank Castle,CN=Users, DC=netstruxxor,D
John Carter KJC0010 CN=John Carter,CN=Users, DC=netstruxxor,D(

-joined system detected. AD Management features may be available (RSAT/ADUC assumed).

Test Hostname/IP: Test Connection Elevated PowerShell
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2 Provide the target IP Address or Hostname in the Test Hostname/IP input box.
Click "Test Connection"

Create OU Delete an OU GPResult Tool Create GPO

Link GPO Open GPMC.MSC

SAMAccountName
msanders1964

Distinguished Name
CN=Michael Sanders,CN=Users,DC=netstrux

QFC0010
KJC0010

CN=Frank Castle, CN=Users,DC=netstruxxor,D
CN=John Carter,CN=Users,DC=netstruxxor,D!

detected. AD Management features may be available (RSAT/ADUC assumed).

Test Hostname/IP: | 192.168.1.131| Elevated PowerShell Connect RDP
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3 Review the "Log" and note that if the port is close RDP will need to be configured
on the target machine

Find OU Create OU Delete an OU GPResult Tool Create GPO
Change File

Object Recovery:

Shared or Local Folder: Resurrect Object

7 Group Members
Search ACL Type Name SAMAccountName

File Copy Utility User Michael Sanders msanders1964
User Jeff Johnson EJJO010

Distinguished Name
CN=Michael Sanders,CN=Users,DC=netstrux
Cl ff Johnson,C etstruxxor,[
CN=Frank Castle,CN=Users,DC=netstruxxor,C

CN=John Carter,CN=Users, DC=netstruxxor,D(

User Frank Castle QFCo010
User John Carter KJC0010

Domain-joined system detected. AD Management features may be available (RSAT/ADUC assumed).

Test Hostname/IP: ~ 192.168.1.131
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4  Ifthe portis open RDP is enabled on the target machine.

Find OU Create OU Delete an OU GPResult Tool Create GPO
Change File

Object Recovery:
Shared or Local Folder: Resurrect Object

7 Group Members
Search ACL Type Name SAMAccountName Distinguished Name
File Copy Utility User Michael Sanders msanders1964 CN=Michael Sanders,CN=Users,DC=netstrux
User Jeff Johnson EJJO010 Cl ff Johnson, sers, etstruxxor,[
User Frank Castle QFcoo10 CN=Frank Castle,CN=Users,DC=netstruxxor,C
User John Carter KJC0010 CN=John Carter,CN=Users,DC=netstruxxor,D(

Domain-joined system detected. AD Management features may be available (RSAT/ADUC assumed).

Test Hostname/IP:  192.168.1.131
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5 Provide the Hostname or IP Address in the left pane Hostname/IP input box

# Foksel

( IAM Tools | AD Management [ AD Navigator ( Script Studio

User Administration: No us ed User Properties

Find User Delete a user Create Service Account Login/CAC Se]

Group Administration: ma Group Properties
Find Group Create Group Delete a Group Add Member Remove Mem

OU Administration: No OU selected OU Properties

New Host File Find OU Create OU Delete an OU GPResult Tool Create GPO
Change File
Object Recovery:

Shared or Local Folder: Resurrect Object

FGroup Members
Search ACL Type Name SAMAccountName Distinguished Name
File Copy Utility User Michael Sanders msanders1964 CN=Michael Sanders,CN=Users,DC=netstrux
User Jeff Johnson EJJO010 Cl ff Johnson sers, etstruxxor,L
User Frank Castle QFC0010 CN=Frank Castle, CN=Users,DC=netstruxxor,0
User John Carter KJC0010 CN=John Carter,CN=Users, DC=netstruxxor,D(
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6 Click "Connect RDP" in the lower right corner of the window

Create OU Delete an OU GPResult Tool Create GPO Link GPO Open GPMC.MSC

SAMAccountName Distinguished Name
msanders1964 CN=Michael Sanders,CN=Users,DC=netstrux

QFC0010 CN=Frank Castle, CN=Users,DC=netstruxxor,D
KJCo010 CN=John Carter,CN=Users,DC=netstruxxor,D!

detected. AD Management features may be available (RSAT/ADUC assumed).

Test Hostname/IP:  192.168.1.131 Test Connection Elevated PowerShell Cdnnect RDP
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7 Provide administrator login credentials and click "OK"

L y Find OU Create OU Create GPO
Change File & Windows Security X
Object Recovery:
el Resurrect Object Enter your credentials

FGroup Members These credentials will be used to connect to 192.168.1.131.

e

Search ACL
File Copy Utility Michael Sanders NETSTRUXXOR\Administrator pstros. |
Jeff Johnson D —
Frank Castle

John Carter essscessee

Password

| | Remember me

More choices

Domain-joined system detected. AD Management features may be available (RSAT/ADUC assumed).

Test Hostname/IP:  192.168.1.131 Test Connection
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8  Click "Yes" and login as usual

Find OU Create OU ’J The identity of the remote computer cannot be verified. Do you Create GPO
‘want to connect anyway?

Object Recovery: The remote computer could not be authenticated due to problems with its security

7 certificate. lt may be unsafe to praceed
Resurrect Object
Certificate name

4 Name inthe ceriificate from the remote computer

Group Members CORP-DCO1 netstrucor lacal

Type Name
User Michael Sanders Certificate errors

User Jeff Johnson The following errors were encountered while validating the remote
computer's certificate:

User Frank Castle

!
John Carter

The certificate is notfrom a trusted certifying authority.

Do youwantto connect despite these cerificate errors?

(TJ Don'task me again for connections to this compaie?

View certificate

Domain-joined system detected. AD Management features may be available (RSAT/ADUC assumed).

Test Hostname/IP:  192.168.1.131 Test Connection Elevated PowerShell
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Connections are recorded in the rdp_history.txt file. Users can create and

9 , : , ) . ,
configure their own custom rdp files as needed. This allows for quick connections
to previous hosts or favorite machines.

Menu

Hosts File: ( 1AM Tools | AD Management [ AD Navigator | Script Studio

el o User Administration: ed User Properties
Y Find User Delete a user Create Service Account Login/CAC Se]
Hostname/IP:

Group Administration: at Group Properties
Find Group Create Group Delete a Group Add Member Remove Mem

Clear RDP History
OU Administration: No OU selected OU Properties

New Host File Find OU Create OU Delete an OU GPResult Tool Create GPO

Change File
Object Recovery:

Shared or Local Folder: Resurrect Object

FGroup Members
Search ACL Type Name SAMAccountName Distinguished Name
User Michael Sanders msanders1964 CN=Michael Sanders,CN=Users,DC=netstrux
User Jeff Johnson EJJO010 Cl ff Johnson,CN=Users, DC=netstruxxor,L
User Frank Castle QFC0010 CN=Frank Castle, CN=Users,DC=netstruxxor,0
User John Carter KJC0010 CN=John Carter,CN=Users, DC=netstruxxor,Dt

File Copy Utility
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10 Click"192.168.1.131"

# Foksel
Menu
Hosts File: ( IAM Tools | AD Management [ AD Navigator ( Script Studio

User Administration: No us ed User Properties

Find User Delete a user Create Service Account Login/CAC Se|

netstruxxor.local
192.168.1.131 : : Group Administration: ma Group Properties

Find Group Create Group Delete a Group Add Member Remove Mem
Clear RDP H
OU Administration: No OU selected OU Properties

New Host File Find OU Create OU Delete an OU GPResult Tool Create GPO

Change File
Object Recovery:
Shared or Local Folder: Resurrect Object

7Group Members
Search ACL Type Name SAMAccountName Distinguished Name
File Copy Utility User Michael Sanders msanders1964 CN=Michael Sanders,CN=Users,DC=netstrux
User Jeff Johnson EJJO010 CN=Jeff Johnson,CN=Users, DC=netstruxxor,
User Frank Castle QFC0010 CN=Frank Castle, CN=Users, DC=netstruxxor,0
User John Carter KJC0010 CN=John Carter,CN=Users,DC=netstruxxor.D(

11 Click "Connect RDP"

Create OU Delete an OU GPResult Tool Create GPO Link GPO Open GPMC.MSC

SAMAccountName Distinguished Name
msanders1964 CN=Michael Sanders,CN=Users,DC=netstruxo

QFC0010 CN=Frank Castle,C| =netstruxxor,D
KJC0010 CN=John Carter,CN=Users,DC=netstruxxor,D{

detected. AD Management features may be available (RSAT/ADUC assumed).

Test Hostname/IP:  192.168.1.131 Test Connection Elevated PowerShell (fonnect RDP
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12 Click "Cancel"

. Create GPO
Enter your credentials

These credentials will be used to connect to 192.168.1.131.

NETSTRUXXOR\Administrator

Password
Michael Sanders

Jeff Johnson ‘
Frank Castle
John Carter

| | Remember me

More choices

“ Cance‘

ned system detected. AD Management features may be available (RSAT,
Test Hostname/IP: ~ 192.168.1.131 Test Connection Elevated PowerShell
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