How to Disable Smartcard Requirements and
Reset User Passwords

This guide provides administrators with a direct walkthrough for managing user
security settings. Learn how to quickly disable smartcard authentication and reset
credentials to restore account access efficiently.

User Identification

1  Click "Login/CAC Settings"

ment [AD Navigator | Script Studio

No user selected User Properties

Create User Delete a user Create Service Account Lo Bulk Add Users

No gro Group Properties
Create Group Delete a Group Add Member Remove Member Bulk Add Bulk Remove

No OU selected OU Properties
Create OU Delete an OU GPResult Tool Create GPO Link GPO Open GPMC.MSC

SAMAccountName Distinguished Name
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2 Click "Find User"

IAM Tools | AD Management | AD Navigator VScript Studio

User Administration: No user selected User Properties
Find User Create User Delete a user Create Service Account  Login/CAC Settings
ne/IP:

Group Administration: No group s: Group Properties

Find Group Create Group Delete a Group Add Member Remove Member
Clear RDP History

OU Administration: No OU s

New Host File Find OU Create OU

Create GPO
Change File

Object Recovery:
or Local Folder: Resurrect Object
M Disable Smartcard Requirement
 Group Members =————————————— Ml Enable Smartcard Requirement
Search ACL | Type M Reset Password

File Copy Utility

3 Search for the user by last name

IAM Tools | AD Management | AD Navigator 'Scn‘pt Studio

User Administration: No user selected User Properties

Find User Create User Delete a user Create Service Account  Login/CAC Settings Bulk Add Users

o Bl *= Select User for Smartcard Settings
Group Administratio J

Find Group Bulk Add

OU Administration: SAMAccountName Distinguished Name

Find OU Link GPO

Object Recovery:
Resurrect Object

FGroup Members —
Type
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4 Select the user from the list and click 'Select'

Menu

Hosts File:

User Administration: No user selected User Properties
Find User Create User Delete a user Create Service Account Login/CAC Se|

Hostname/IP:
Group Administratio

Find Group Search (Last Name)
Clear RDP History

OU Administration: Distinguished Name
New Host File Eind OU e X ve M= Users, D

Change File
Object Recovery:

Shared or Local Folder: Resurrect Object

7Group Members —
Search ACL Type

File Copy Utility

Link GPO

=selm
ed system det Management features may be available (RSAT/ADUC assumed).

Test Hostname/IP: Test Connection Elevated PowerShell
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5 Click "Disable Smartcard Requirement"”

lenu

Hosts File: 1AM Tools AD Management [ AD Navigator | Script Studio

4 User Administration: No user selected User Properties
Find User Create User Delete a user Create Service Account Login/CAC Setti

Hostname/IP:
Group Administration: up sel Group Properties
Find Group Create Group Delete a Group Add Member Remove Membe|

Clear RDP History
OU Administration: BERRNEEES & smartcard Settings (m]

New Host File Find OU Create OU Create GPO
Change File
Object Recovery:
Shared or Local Folder: Resurrect Object
e Smartcard Requirement
Group Members le Smartcard Requirement
Search ACL

File Copy Utility

Save Cancel

6  Click "Reset Password"

Hosts il 1AM Took | AD Management | AD Navigaor | SeptStudio]

User Administration: No r selected User Properties

Find User Create User Delete a user Create Service Account Login/CAC Setti

Hostname/IP: i
Group Administration: No group selecte Group Properties
Find Group Create Group Delete a Group Add Member Remove Membe

Clear RDP History
OU Administration: RERSIIBREN & smartcard Settings o X

New Host File Find OU Create OU Create GPO
Change File

Object Recovery: Selected User:
Shared or Local Folder: Resurrect Object

7 Group Members

Search ACL B Resell Password

File Copy Utility

Save Cancel
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7 Click 'Save' to apply the updated settings

Find OU Create OU Create GPO Link GPO

Object Recovery: Selected User:

Resurrect Object
Disable Smartcard Requirement
¢ Group Members —————————————— Ml Enable Smartcard Requirement

Type Name Reset Password

sssesssssesssses

Cancel

Domain-joined system detected. AD Management features may be available (RSAT/ADUC assumed).

Test Hostname/IP: Test Connection Elevated PowerShell
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8 Click 'OK' to dismiss the confirmation dialog

Find Group Create Group Delete a Group Add Member Remove Member Bulk Add

OU Administration: No OL S arEar CeTn
Find OU Create OU Create GPO Link GPO

Object Recovery: Selected User:

Resurrect Object
Disable Smartcard Requirement
M Enable Smartc
Reset Passwor

Domain-joined system detected. AD Management features may be available (RSAT/ADUC assumed).

Test Hostname/1P: Test Connection Elevated PowerShell
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