How to Audit Active Directory Identity Access
Permissions

Learn how to quickly locate specific user identities and audit their access levels within
Active Directory. This guide provides a straightforward workflow to help you verify
permissions and maintain security across your folders.

1  Click "Identity Finder"

1AM Tools [ AD Management [ AD Navigator VScript Studio

N
Selected Object: Id Audit Object Copy Audit Export Audit d
S S————————————————

rIdentity / Membership / Effective Permissions

ACL Search for Selected Object —————————————————— ~Folder ACL Audit
Folder:

Start Folder: Show Identity Access
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2  Type the "Identity" details into the Name field and click "Find Now"

1AM Tools | AD Management [ AD Navigator | Script Studio

Selected Object: Identity Finder i j Export Audit
7Identity / Membership / Effective Permissions

%2 Find in Active Directory

A\

sAMAccountName Type, Description

~ACL Search for Sel
Start Folder:

3 Click the 'Identity' from the search results and click 'Select’

Menu

Hosts File: |AM Tools | AD Management [ AD Navigator | Script Studio

Selected Object: Identity Finder Audit Object Copy Audit
Identity / Membership / Effective Permissions
Hostname/IP:

42 Find in Active Directory

Clear ROP History

New Host File Néme sAMAccountName Type Description Distinguist

Change File ‘ 2 2 = = S
Administr: Administrators Group

Shared or Local Folder: Hyper-V Admi ors Hyper-V Administrator Group Members of this group | CN=Hyper-V Administrat
Storage Replica Adminis Storage Replica Admin Group Members of this group | CN=Storage Replica Adm)|

Search ACL
File Copy Utility

7ACL Search for Sel

Start Folder:
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Administrators Group CN=Administrators,

Hyper-V Administrators Hyper-V Administrator Group Members of this group | CN=Hyper-V Administratol

Storage Replica Adminis Storage Replica Admin Group Members of this group | CN=Storage Replica Admir

Audit Folder

Select

Test Hostname/IP: Test Connection Elevated PowerShell Connect RDP

e 76°F 20 7:50 P
= Lo Sunny ~ G ) raEd 0,

4 Enter a network path to a shared folder for the Start Folder field and click "Show
Identity Access"

Identity Details
Name: Administrator
sAMAccountName : Administrator

User
Built-in account for administering the computer/domain
DistinguishedName: CN=Administrator,CN=Users,DC=netstruxxor,DC=local

Change File Member Of (Groups) ===
roup Policy Creator Owners,CN=Users,DC=netstruxxor,DC=local
CN=Domain Admins,CN=Users,DC=netstruxxor,DC=local
cal Folder: nterprise Admins,CN=Users,DC=netstruxxor,DC=local
chema Admins,CN=Users,DC=netstruxxor,DC=local
=Administrators,CN=Builtin,DC=netstruxxor,DC=1local

Search ACL === Token SIDs (User + Groups)
NETSTRIYYNR Ardmi ni e+ ratar  [STN: €_1.8-21.47374R9A77-32573974A1 -7659441714-5441

le Copy Utility
FACL Search for Selected Object 7 Folder ACL Audit

Start Folder: | \CORP-DCOT\DevShare Folder:
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5 Click "Audit Folder" to start the permission audit

fdministrator
Administrator

ser
Built-in account for administering the computer/domain
N=Administrator ,CN=Users,DC=netstruxxor,DC=1local

bs)
eator Owners,CN=Users,DC=netstruxxor,DC=local
Users,D etstruxxor,DC=local
ns, CN=Users, DC=netstruxxor,DC=1local
N=Users ,DC=netstruxxor,DC=local
CN=Builtin,DC=netstruxxor,DC=local

+ Groups)
TSTN. €.1-K_21-47174R9A77-1157397641-7659441210-5AA1

b e+ ratar

» Folder ACL Audit
Folder:

ed Object

RP-DCOT\DevShare Show Identity Access
are\Backup 2-27-26

489672-3352392001-2659441210-500] Rights: FullControl Type:

are\Foksel
489672-3352392001-2659441210-500] Rights: FullControl Type:

are\Foksel Commercial.odt

489672-3352392001-2659441210-500] Rights: FullControl Type:

6 Review all Access Control Entry Points.

@ Foksel

Menu

Hosts File: |AM Tools | AD Management | AD Navigator | Script Studio

Selected Object: Identity Finder Audit Object Copy Audit Custom Attributes

Identity / Membership / Effective Permissions
Hostname/IP: Tty lDeiatrs
Name Administrator
sAMAccountName : Administrator
UPN:

Clear RDP History : User
ption: Built-in account for administering the computer/domain
New Host File DistinguishedName: CN=Administrator,CN=Users,DC=netstruxxor,DC=local
Member Of (Groups)
roup Policy Creator Owners,CN=Users,DC=netstruxxor,DC=local

Change File

Shared or Local Folder:
., DC=netstruxxor,DC=1ocal
iltin,DC=netstruxxor,DC=local

Search ACL oken SIDs (User + Groups)
+. T

METSTRIYYOR\ Arimini ctratar  [STN. S-1--21-473740£77-3357397807 -7659441714-5301
File Copy Utility
rFolder ACL Audit

Folder:

ACL Search for Selected Object

Start Folder: | \\CORP-DCO1\DevShard Show Identity Access

Audit Folder

AM Folder ACL Audit

\\CORP-DCON\DevShare\Backup 2-27-26

[SID: S-1-5-21-4237489672-3352392001-2659441210-500] Rights: FullControl Type:
Allow Inherited

\\CORP-DCO1\DevShare\Foksel

Operation ID: 55b94bed-2550-48b9-afd2-c6a788f8609d
Machine: LAPTOP-SBGNA9KK

User: Administrator

Folder: \\CORP-DC@1\DevShare

Julian Date: 2026-151

UTC Start: 23:53:2

[SID: S-1-5-21-4237489672-3352392001-2659441210-500] Rights: FullControl Type:

Allow Inherited

\\CORP-DCO1\DevShare\Foksel Commercial.odt
[SID: S-1-5-21-4237489672-3352392001-2659441210-500]

Allow Inherited

Made with Scribe - https://scribehow.com

Test Hostname/IP:

hts: FullControl Type:

ccess Control Entries ===

[NT AUTHORITY\SYSTEM] Rights: FullControl Type: Allow Explicit
[BUILTIN\Administrators] Rights: FullControl Type: Allow Explicit
[NETSTRUXXOR\Administrator] Rights: FullControl Type: Allow Explicit

Test Connection Elevated PowerShell

[NETSTRUXXOR\Hazmat] Rights: ReadAndExecute, Synchronize Type: Allow Explicit

Connect RDP




