How To Restore Deleted Active Directory Objects
In Foksel

Learn how to easily recover and restore items that have been accidentally deleted
from your system. This guide walks you through the search and restoration process
to ensure your data is retrieved quickly and securely. The Active Directory Recycle Bin
must be enabled on the domain controller.

Search Setup

1  Click "Resurrect Object"

( 1AM Tools | AD Management [ AD Navigator | Script Studio-

User Administration: N User Properties

Find User Create User Delete a user Create Service Account

Hostname/IP:

Group Administration: Group Properties

Find Group Create Group Delete a Group Add Member

Clear RDP History
OU Administration: N OU Properties

New Host File Find OU Create OU Delete an OU GPResult Tool Create GPO
Change File

Shared or Local Folder:
\\CORP-DCO1\DevShare
Search ACL SAMAccountName Distinguished Name

File Copy Utility

Made with Scribe - https://scribehow.com



2  Click "Deleted Object Finder"

Menu

Hosts File: ' Script Studio

User Administration: s E User Properties
Find User Delete a user Create Service Account Login/CAC Se|

Hostname/IP:

Clear RDP History
New Host File - —
[ NCme | Last Known DN

Change File
Shared or Local Folder:
\\CORP-DCO1\DevShare
Search ACL

File Copy Utility

3 Enter object name and click "Search"

ment [ AD Navigator | Script Studio

User Properties
Delete a user Create Service Account  Login/CAC Settings Bulk Add Users

Finder o X

t Finder Bulk Remove

L Al

0 GPMC.MSC
Last Known DN =
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4  Select object to restore from search results

Menu

Hosts File: Script Studio

User Administration: s E User Properties

Find User Delete a user Create Service Account Login/CAC Se|

Hostname/IP:

Find ( peleted Object Finder
Clear RDP History

OU A Name: jarret Type: Search
New Host File

Change File
Shared or Local Folder:
\\CORP-DCO1\DevShare
Search ACL

File Copy Utility

Object Restoration

5 Click "Restore"

Open GPMC.MSC
[ Name ] Last Known DN Deleted On

eo Jarrett Theo Jarrett, CN=Users, DC=netstruxxor,DC=local 5/31/2026 10:40:14 F eb03;

object(s).

detected. AD Management features may be available (RSAT/ADUC assumed).

Test Hostname/1P: Test Connection Elevated PowerShell Connect RDP
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6 Click "Yes" to confirm restoration

[ Newe ] Lot Known DN Deered On

Theo Jarrett 5/31/2026 10:40:14 F eb03:
Confirm Restore

‘o Are you sure you want to restore:

Name: Theo Jarrett

Type: User

Last Known DN:

Theo Jarrett,CN=Users,DC=netstruxxor,DC=local

This will call PowerShell
Restore-ADObject -Identity
eb03a3f2-f3e9-462e-973d-f85a484917d

T
N, A

Found 1 deleted object(s). Restore

Domain-joined system detected. AD Management features may be available (RSAT/ADUC assumed).

Test Hostname/IP: Test Connection
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7 Click "OK" to acknowledge restore command sent

ame: jarret GUID: Type: Search Clear
[ e [ Name ] Last Known DN Deleted On

User Theo Jarrett Theo Jarrett, CN=Users,DC=netstruxxor,DC=local 5/3172026 10:40:14 F eb03:

Restore Command Sent

‘0 PowerShell has been launched to restore the object.
y

If prompted, provide administrative credentials.
Check the RDAM log for success or error details.

i OK

estore command executed. Restore

joined system detected. AD Manageme be available (RSAT/ADUC assumed).

Test Hostname/IP: Test Connection Elevated PowerShell
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8 The window indicates the item has been restored. Click "OK"

d{ Deleted Object Finder

A Name: jarret GUID: Type: Search
d (
pe | Name | Last Known DN

Deleted Object Finder

'0 No deleted objects matched your criteria.

)

Searching... Restore

ain-joined system detected. AD Management features may be available (RSAT/ADUC assumed).

Test Hostname/IP: Test Connection Elevated PowerShell

9 Close Deleted Object Finder window

Open GPMC.MSC

[ Nme ] Last Known DN Deleted On

Restore

detected. AD Management features may be available (RSAT/ADUC assumed).

Test Hostname/1P: Test Connection Elevated PowerShell Connect RDP
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