How To Remove A User From A Group in the AD

Management Tab

This guide demonstrates the steps required to locate a specific user account within
Active Directory and modify their group memberships. Use this process to efficiently
manage user permissions and remove individuals from groups when they no longer

require access.

Group Identification

1  Click "Find Group"

Menu

Hosts File: (1AM Tools [ AD Management | AD Navigator | Script Studio

= 4 User Administration:
Find User

Hostname/IP:

Clear RDP History
g*Administration:
New Host File Find OU

Change File
Object Recovery:

Shared or Local Folder: Resurrect Object

FGroup Members
Search ACL

File Copy Utility
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User Properties
Create User Delete a user

Group Properties
Delete a Group

No ( ec OU Properties
Create OU Delete an OU

SAMAccountName

Create Service Account

Add Member

GPResult Tool

Distinguished Name

Login/CAC Sej

Create GPO




2 Enter the group name and click "Search"

AD Management | AD Navigator | Script Studio

User Administration:

Find User Create User

Group Administratio
Find Group

OU Administration:
Find OU

Object Recovery:
Resurrect Object

7Group Members —

No user selected

4= Find AD Group

User Properties

Delete a user Create Service Account Login/CAC Settings Bulk Add Users

(1
Search Bulk Add

SAMAccountName Distinguished Name

Link GPO

3 Select the group from search results

Menu

Hosts File:

Hostname/IP:

Clear RDP History
New Host File

Change File

Shared or Local Folder:

Search ACL

File Copy Utility

1AM Tools | AD Management [ AD Navigator | Script Studio

User Administration: No user selected User Properties

Find User Create User Delete a user Create Service Account Login/CAC Se|

e Ml = Find ADG m] X
Group Administratio i il

Find Group
gty

SAMAccountName Distinguished Name

OU Administration: ame
Find OU 2 dzima o HazMat CN o Users De Snetstrior, De Sioca

Object Recovery:
Resurrect Object

7 Group Members —
Type
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4  Click "Select"

Open GPMC.MSC

Cancel

system detect Management features may be available (RSAT/ADUC assume

Test Hostname/IP: Test Connection Elevated PowerShell Connect RDP|
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User Account Access

5 Right-click the user and select remove or for further analysis click "Properties"

Find User Create User Delete a user Create Service Account Login/CAC Se|

Hostname/IP:
Group Administration: Hazmat Group Properties

Find Group Create Group Delete a Group Add Member Remove Mem|
Clear RDP History

OU Administration: No OU selected OU Properties
New Host File Find OU Create OU Delete an OU GPResult Tool Create GPO

Change File
Object Recovery:

Shared or Local Folder: Resurrect Object

7Group Members
Search ACL Type Name SAMAccountName Distinguished Name

File Copy Uity User __ Michael B8N __msanderst964 ______CN=Michael Sanders.QN=UsersDC=netstrux__|

Frank Cas’ QFC0010 CN=Frank Castle,CN=Users, DC=netstruxxor,C
John Carter KJC0010 CN=John Carter,CN=Users,DC=netstruxxor,D(

Domain-joined system detected. AD Management features may be available (RSAT/ADUC assumed).
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Group Administration:

Find Group Create Group

Clear RDP History
OU Admi ion: ou

New Host File Find OU Create OU

Change File
Object Recovery:

ed or Local Folder: Resurrect Object

FGroup Members

Group Properties
Delete a Group Add Member Remove Member

OU Properties
Delete an OU GPResult Tool Create GPO

Search ACL Type Name SAMAccountName Distinguished Name

File Copy Utility
Jeff Johnson

User Michael Sanders msanders1964 CN=Michael Sanders,CN=Users,DC=netstruo

N=Jeff Johnson,CN=Users, DC=netstruxxor,L

Frank Castle m IN=Frank Castle,CN=Users,DC=netstruxxor,0

Propi rties.

John Carter w

N=John Carter,CN=Users, DC=netstruxxor,Dt

Domain-joined system detected. AD Management features may be available (RSAT/ADUC assumed).

6  Click "User Properties"

42 User Properties

VA
Jeff Johnson '

General Address Account Profile Telephones Organization Member Of History

First name: Jeff

Last name: Johnson

Display name: Jeff Johnson

SAM account name: EJ0010

User logon name (UPN): fFC7321-6960@netstruxxor.local

Department:

Company:

Office:

E-mail:

Description:

Group Membership Management
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7  Select the "Member Of" tab

¥ User Properties

Jeff Johnson (-
settings

General Address Account Profile Telephones Organization Member Of History

First name: i '

par RDP

Last name: Johnson

ew Ho! | Display name: Jeff Johnson

Change | SAM account name: EJJ0010

User logon name (UPN); fFC7321-6960@netstruxxor.local

cal Fold¢
Department:

Search

le Copy

Description:

8  Select the group to be removed

22 User Properties

Hostname/IP:
General Address Account Profile Telephones Organization Member Of History

Clear RDP
Distinguished Name

New Ho:
Change

Shared or Local Folde

Search

File Copy
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9  Click "Remove"

&=

Menu

Hosts File: @21 User Properties

_ Jeff Johnson

i
Hostname/IP:
General Address roﬁle Telephones Organization Member Of History

Add... Remove
SearkbP —,

Name Distinguished Name
H Hazmat CN=Hazmat,CN="Users,DC=netstruxxor,DC=local

New Ho:
Change

Shared or Local Folde

Search

File Copy

10 Select the "History" tab to verify removal.

User Properties

ff Johnson ]
= - Settings Bulk Add U:

Bulk Add

General Address Account Profile Telephones Organization m@

Name Type Distinguished Name
Link GPO
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11 Click "Close"

memberOf(remove) CN=Hazmat,CN=Users,DC=netstruxor,DC=l  <re Open GPMC.MSC

Save Cancel

Test Hostname/IP: Test Connection Elevated PowerShell Connect RDP
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