How To Create A Managed Service Account

This guide provides a walkthrough for setting up a new managed service account
within your domain environment. Follow these instructions to properly configure the
account properties and security settings to ensure successful deployment.

Account Identity Details

1 Click "Create Service Account" from the AD Management tab.

b | AD Management [AD Navigator [ Script Studio

d User Properties
Create User Delete a user Bccount Login/CAC Settings Bulk Add Users

No grou, lecte Group Properties
Create Group Delete a Group Add Member Remove Member Bulk Add

No OU selected OU Properties
Create OU Delete an OU GPResult Tool Create GPO Link GPO

e Name SAMAccountName Distinguished Name

2 Enter the Service Account Name, sAMAccountName, and Description.
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( 1AM Tools- AD Management | AD Navigator ‘ Script Studio

User Administration: elected User Properties

Find User Create User Delete a user Create Service Account  Login/CAC Settings Bulk Add Users

Group Ad i Group Properties

OUAdm Create Service Account
Find OU Link GPO

Object R
Resurrec

Steps

1 Identity Service Account Name (CN): svc-publiciervice

sAMAccountName:

UPN (optional):

Description (required):

Target OU:

Cancel

User Administration: P lected User Properties
Find User Create User Delete a user Create Service Account Login/CAC Settings. Bulk Add Users

Group Adi stration: P Group Prop s

OUAdm Create Service Account
Find OU Link GPO

Object R
Resurrec

Steps

1 Identity Service Account Name (CN): svc-publicservice

sAMAccountName: svc-publicservice
FGroup |

UPN (optional):

Description (required):

Target OU:

Cancel

Domain-joined system detected. AD Management features may be available (RSAT/ADUC assumed).
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Group Properties
ice Account paBulk Add Bulk Remove

ervice Account
Link GPO Open GPMC.M5C

Service Account Name (CN): svc-publicservice

sAMAccountName: svc-publicservice

UPN (optional):

Description (required): This is a public service accauntl

Target OU:

Cancel

detected. AD Management features may be available (RSAT/ADUC assumed).

3  Select the Target OU from the dropdown menu.

i ®2 Create Service Account

dm Create Service Account
Link GPO

Steps

1 Identity Service Account Name (CN): svc-publicservice

sAMAccountName: svc-publicservice

UPN (optional):

Description (required): This is & public service account.

Target OU:

CN=Mahaged Service £ ccounts,DC=netstruxxor,DC=local
CN=Uselg, DC=netstrusxor,DC=local
0OU=Domair*@e=illers,DC=netstruxxor,DC=local
QOU=FokselHR,DC=netstruxxor,DC=local
OU=Public,DC=netstruxxor,DC=local
OU=TestDev,DC=netstruxxor,DC=local

i ed system detected. AD Management features may be available (RSAT/ADUC assumed)

Test Hostname/IP: Test Connection Elevated PowerShell
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4 Click "Next"

Link GPO Open GPMC.MSC

Service Account Name (CN): svc-publicservice

sAMAccountName: svc-publicservice

UPN (optional):

Description (required): This is a public service account.

Target OU: CN=Managed Service Accounts,DC=netstruxxor,DC=local

Cancel

detected. AD Management features may be available (RSAT/ADUC assumed).

Test Hostname/IP: Test Connection Elevated PowerShell Connect RDP
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Security and Permissions

5 Configure the account password and click "Next".

Link GPO Open GPMC.MSC

Password:
Generate Random Password

Password never expires

User cannot change password

detected. AD Management features may be available (RSAT/ADUC assumed).

Test Hostname/IP: Test Connection Elevated PowerShell Connect RDP
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Link GPO

© Account is sensitive and cannot be delegated
@ Account is trusted for delegation
@ Use Kerberos only

detected. AD Management features may be available (RSAT/ADUC assumed).

Test Hostname/1P: Test Connection
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6  Review delegation settings and click "Next".

Link GPO

| IEEEX

Remove Selected

@

detected. AD Management features may be available (RSAT/ADUC assumed).

Test Hostname/1P: Test Connection

7T°F
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Elevated PowerShell

Elevated PowerShell

Open GPMC.MSC

Connect RDP

4:36 PM
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Open GPMC.MSC

Connect RDP

4:37 PM
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7  Review SPN settings and click "Next".

Link GPO Open GPMC.MSC

Deny interactive logon
Deny remote interactive logon
M Restrict logon to specific computers

estrictions

detected. AD Management features may be available (RSAT/ADUC assumed).

Test Hostname/IP: Test Connection Elevated PowerShell Connect RDP

4:37 PM
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) If the service account needs added to a group provide the group name and click
add group otherwise, click "Next."

Link GPO Open GPMC.MSC

lembership

Remove Selected

@

detected. AD Management features may be available (RSAT/ADUC assumed).

Test Hostname/IP: Test Connection Elevated PowerShell Connect RDP

4:37 PM
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Review and Completion
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9 Review the summary and click "Finish" to create the account. NOTE: Network
permissions may restrict recording the event in the Security Log but the account
will still be created unless prevented by Group Policy.

Link GPO Open GPMC.MSC

Identity Information

CN: svc-publicservice | _

sAMAccountName: svc-publicservice
UPN:

Description: This is a public service account.
Target OU: CN=Managed Service Accounts,DC=netstruxxor,DC=local

Password & Authentication

detected. AD Management features may be available (RSAT/ADUC assumed).

Test Hostname/1P: Test Connection Elevated PowerShell Connect RDP
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